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    PhoenixDevToolbar

[image: CI]
A dev-only, BEAM-native debug toolbar for Phoenix LiveView applications, in the
spirit of django-debug-toolbar: Ecto queries, LiveView assigns and lifecycle
timings, process diagnostics and a plugin API, shown as an overlay on the page
you are working on.
Status: early development. 0.0.x releases may break between versions. See the roadmap.

Disclaimer: this project is currently fully AI-coded and has not been reviewed
by a human yet. Use it at your own risk.

What you get
	Summary bar: one badge per tab (query count, N+1 flag, LiveView callbacks, dropped events), always visible on the page.
	Request tab: the routed request, its route, status and duration, and exceptions with the stacktrace.
	Ecto tab: every query with its params (values under sensitive key names are redacted, positional params are not: see redact:), timings (total, queue, query, decode) and origin, attributed to the request, the LiveView callback or the Task that ran it.
	N+1 detection: the same query from the same origin repeated 5 times in one callback is flagged (the threshold is configurable).
	EXPLAIN: one click on a SELECT, run in a transaction that is rolled back, never EXPLAIN ANALYZE.
	JSON export of the page's queries, short or with EXPLAIN plans.
	LiveView tab: lifecycle timings (mount, handle_params, handle_event, render), assigns with a diff per event, an event log that includes client phx: events, and the component tree.
	Process tab: memory, message queue, reductions and garbage collection of the page's LiveView, with links, monitors and nested LiveViews.
	System tab: open any process by pid or name, read its info and stacktrace, walk its supervision and application trees, and list the top processes by memory, reductions or queue. Opt-in actions (actions: option): state read, kill, suspend, message peek and a message trace (OTP 27+).
	Cluster and Eval plugins (experimental, opt-in): connected nodes, and read queries or code evaluated on the node.
	Plugin API: your own tabs and badges, with a guide.
	Docks and resize: bottom, top, left or right, draggable size, collapse to a thin bar or hide to a pill. It follows LiveView live navigation.

Requirements
	Elixir 1.17 or later, Phoenix 1.8 or later, LiveView 1.1 or later.
	OTP 26 or later is tested in CI. Some process reads need OTP 26.2, and the message trace needs OTP 27.
	ecto_sql is optional: without it the Ecto tab stays empty and nothing else changes.
	A browser with WebSocket support: the panel has no long-poll fallback.

Installation
# mix.exs
{:phoenix_dev_toolbar, "~> 0.0.2", only: :dev}

# config/dev.exs
config :phoenix_dev_toolbar, repos: [MyApp.Repo]  # optional: defaults to your apps' :ecto_repos
config :my_app, MyApp.Repo, stacktrace: true  # optional: shows where each query comes from

# lib/my_app_web/endpoint.ex, next to Phoenix.LiveReloader
if code_reloading? do
  plug PhoenixDevToolbar.Plug
end
That's all: no router, layout or app.js changes. Installing with a coding agent? Point it
at the agent setup guide: the
toolbar, its MCP server and its agent skill, with a check for each step. See
ADR 01 for why it never reaches production.
Configuration
Everything is optional and goes in config/dev.exs:
config :phoenix_dev_toolbar,
  # Panels: the built-ins plus your own (guides/writing-a-plugin.md)
  plugins: [:defaults, {MyApp.Toolbar.Jobs, queues: [:default]}],
  # The Ecto tab flags an N+1 at 5 repeats in one callback: change it, or false
  # plugins: [:defaults, {PhoenixDevToolbar.Plugins.Ecto, n_plus_one: 10}],
  # The Process tab reads the page's LiveView every second (60 points kept) and
  # its links and monitors every 5 seconds, only while the tab is open:
  # plugins: [:defaults, {PhoenixDevToolbar.Plugins.Process, sample_ms: 1000, samples: 60, relations_ms: 5000}],
  # The System tab inspects any process (a pid, a registered name, a link from the
  # Process tab), with the same options:
  # plugins: [:defaults, {PhoenixDevToolbar.Plugins.System, sample_ms: 1000}],
  # Opt-in: connected nodes (Cluster) and read queries or code on the node (Eval,
  # read only, and code only for this machine's browser with allow: :eval unless clients: :any,
  # see SECURITY.md):
  # plugins: [:defaults, PhoenixDevToolbar.Plugins.Cluster, {PhoenixDevToolbar.Plugins.Eval, allow: :eval}],
  # Kill, suspend, message peek, state read and trace are off (false, the default).
  # :local allows them for a browser on this machine (loopback or the machine's own
  # LAN address, no proxy); :any for Docker, the LAN or a proxy or tunnel (anyone
  # reaching the server can use them)
  # actions: :local,
  # The panel answers IP addresses, localhost, and your endpoint's url host; list
  # other names you use for the dev server (a DNS rebinding guard)
  # allowed_hosts: ["myapp.test"],
  # Behind a proxy or tunnel that rewrites the Host header, the page's origins
  # (scheme, host and port, matched exactly) the panel socket accepts
  # allowed_origins: ["https://abc.tunnel.example"],
  # The MCP endpoint for coding agents at <path>/mcp, for this machine only;
  # false turns it off, clients: adds IPs or CIDR ranges, or :any
  # mcp: [clients: ["192.168.1.0/24"]],
  # The toolbar makes room so the page scrolls clear of it; false lets it overlap
  # (the dock menu's toggle overrides this per browser)
  reserve_space: true,
  # Values of keys containing these words are shown as [REDACTED]; added to the
  # defaults (password, token, secret), which always apply
  redact: ["api_key"],
  # Memory bounds (ADR 03), these are the defaults. A session is one request
  # or one LiveView process: a LiveView page has two.
  limits: [
    max_events: 500,           # per plugin and session, oldest trimmed first
    max_session_events: 2000,  # per session, all plugins together
    max_sessions: 50,          # sessions kept, oldest closed ones evicted first
    events_per_second: 200,    # per session, the rest are counted as dropped
    # ttl_ms: 600_000,         # a session is dropped this long after its last event
    # sweep_ms: 30_000,        # how often expired sessions are looked for
    # down_grace_ms: 60_000,   # a LiveView that went down keeps its events this long
  ]
Each built-in plugin documents its options in its module docs: PhoenixDevToolbar.Plugins.Ecto,
.Process, .System, .Cluster and .Eval.
Invalid limits values are logged at boot and keep their default.
When it is on
The toolbar enables itself only when the app runs under Mix with MIX_ENV=dev. Any other
env (a release, prod, test, a custom one like local or staging) leaves it off
unless you set config :phoenix_dev_toolbar, enabled: true. For a custom Mix env the dependency
is not compiled there when declared only: :dev, so list that env too
(only: [:dev, :local]) AND set enabled: true.
Turning it off for one run
Keep the dependency and the plug, and drive enabled from an environment variable:
# config/dev.exs
config :phoenix_dev_toolbar, enabled: System.get_env("DEV_TOOLBAR") != "0"
Then DEV_TOOLBAR=0 mix phx.server boots without the toolbar: no telemetry handlers,
no supervised processes, and the plug passes requests through untouched. The value is
read at boot, so restart to switch it.
From IEx or an agent
PhoenixDevToolbar.Report reads what the toolbar captured without a browser, from IEx in your dev server or from an agent that evaluates code in the running app (such as Tidewave):
alias PhoenixDevToolbar.Report

Report.latest(path: "/posts") |> Report.summary()   # queries, N+1, slow callbacks, errors
Report.sessions(path: ~r{^/posts}, limit: 5)
Report.latest(path: "/posts") |> Report.n_plus_one()
It sees what the panel sees, for as long as the toolbar keeps it (10 minutes by default). A separate mix run starts another VM with nothing captured.
Agents that drive a browser can open the panel in a tab of its own: /__pdt/panel?path=/posts shows the newest /posts page, /__pdt/panel the newest page. Its rows carry data-pdt-* attributes with raw values (microseconds, counts, sids), listed in the PhoenixDevToolbar.Plug docs.
MCP server
The toolbar is also an MCP server, at http://localhost:4000/__pdt/mcp while your dev server runs. Its read-only tools (list_pages, page_summary, page_queries, page_callbacks, page_n_plus_one, page_errors) return the same data as Report. It is on whenever the toolbar is, answers only clients on this machine (no proxy), and config :phoenix_dev_toolbar, mcp: false turns it off.
Check it with a ping, which answers a JSON result:
curl -s -X POST -H 'content-type: application/json' -d '{"jsonrpc":"2.0","id":1,"method":"ping"}' http://localhost:4000/__pdt/mcp

The tools answer "No page captured" until the page was loaded (browser, or curl with Accept: text/html) in the last 10 minutes.
Point your agent at it (change the port, or /__pdt if you set the plug's :path):
# Claude Code: writes .mcp.json, shared with the project
claude mcp add --transport http --scope project phoenix-dev-toolbar http://localhost:4000/__pdt/mcp

# Codex (recent releases): writes ~/.codex/config.toml
codex mcp add phoenix-dev-toolbar --url http://localhost:4000/__pdt/mcp

Or by hand:
// .mcp.json (Claude Code and other clients that read it)
{"mcpServers": {"phoenix-dev-toolbar": {"type": "http", "url": "http://localhost:4000/__pdt/mcp"}}}

// .cursor/mcp.json (Cursor)
{"mcpServers": {"phoenix-dev-toolbar": {"url": "http://localhost:4000/__pdt/mcp"}}}

// .vscode/mcp.json (VS Code)
{"servers": {"phoenix-dev-toolbar": {"type": "http", "url": "http://localhost:4000/__pdt/mcp"}}}
# ~/.codex/config.toml, or .codex/config.toml in a trusted project (Codex)
[mcp_servers.phoenix-dev-toolbar]
url = "http://localhost:4000/__pdt/mcp"
Claude Code asks once to approve a server from the project's .mcp.json; /mcp shows whether it is connected. Older Codex releases also need experimental_use_rmcp_client = true for HTTP servers. Start the dev server before the agent, or reconnect the server from the agent once it runs.
If the dev server listens on a LAN address (so phones can reach it), use that address in the URL (http://192.168.1.20:4000/__pdt/mcp): the agent on the same machine is still accepted. Agents elsewhere (a container, a VM, another device) need their addresses allowed:
# config/dev.exs
config :phoenix_dev_toolbar, mcp: [clients: ["192.168.1.0/24", "172.17.0.0/16"]]
clients: :any accepts everyone who reaches the server, proxies included: anyone on the network can then read what the toolbar captured. Anything on this machine that relays to the dev server (an SSH forward, socat, a local proxy without X-Forwarded-* headers, a VM or container with user-mode NAT) counts as this machine, as it already does for loopback.
The package ships usage rules and a skill that teaches coding agents this check-before-and-after routine. With usage_rules in your project, a skills-only config:
# mix.exs, project/0
usage_rules: [skills: [package_skills: [:phoenix_dev_toolbar]]]
then mix usage_rules.sync. Adding file: and usage_rules: [:phoenix_dev_toolbar] also syncs the rules, but rewrites the file's whole usage-rules block and drops the sections you do not list (phx.new puts Phoenix's there). The agent setup guide covers both, and installing without usage_rules.
How it compares
	Phoenix LiveDashboard: node-wide metrics and processes on its own page, not tied to the page you are viewing. Better for metrics over time.
	LiveDebugger: deeper LiveView state debugging. This toolbar's LiveView tab overlaps with it; use LiveDebugger when LiveView state is the whole problem.
	Tidewave: gives coding agents runtime access to your app. A different job: this toolbar is for the developer looking at a page.
	phoenix_profiler: an existing profiler and debug toolbar for Phoenix.
	What this one adds: everything is attributed to the page in front of you (its request, its LiveView processes and their tasks), with N+1 detection per callback and one-click EXPLAIN.

Troubleshooting
The toolbar does not appear.
	It is on only under MIX_ENV=dev (see "When it is on").
	plug PhoenixDevToolbar.Plug must be inside the endpoint's if code_reloading? block.
	It injects only into top-level HTML documents answered with status 200 that have a </body>. Compressed responses (a content-encoding other than identity), JSON, fragments and iframe or fetch requests get nothing.

A strict Content-Security-Policy hides it. Give the plug your CSP nonce through conn.assigns; the injected script and the toolbar frame style both use it:
conn = Plug.Conn.assign(conn, :csp_nonce, nonce)      # in a plug before PhoenixDevToolbar.Plug
plug PhoenixDevToolbar.Plug, nonce_assign: :csp_nonce # the default key; change it if yours differs
A frame-src or child-src that excludes your own origin still blocks the panel frame.
The panel answers 403. The host name you use is not allowed (a DNS rebinding guard). The panel answers IP addresses, localhost and your endpoint's url host; add other names with allowed_hosts: ["myapp.test"].
The panel does not connect behind a proxy or tunnel. If the proxy rewrites the Host header, the browser's origin no longer matches what the server sees and the socket is refused (the log names both). List the page's origin, exactly as the browser shows it: allowed_origins: ["https://abc.tunnel.example"] (no paths or wildcards; an entry that cannot match is logged at boot and ignored). Remove it when the tunnel is gone: a free tunnel name may later belong to someone else. A proxy that keeps the Host header needs the name in allowed_hosts instead.
Docker or LAN access. Who gets what, from the most open to the most guarded:
	The page's toolbar and its panel (?sid=, the iframe): any client whose Host is an IP address, localhost, your endpoint's url host or a name in allowed_hosts: (a DNS rebinding guard). Phones on the LAN work once the server listens there.
	Finding a page without its sid (the standalone panel's ?path= and newest page) and the MCP endpoint: this machine only, meaning a loopback address or one of the machine's own addresses, and never through a proxy. mcp: [clients: ["192.168.1.0/24"]] adds addresses and ranges, mcp: [clients: :any] opens both to anyone, proxies included.
	Process actions: off by default; actions: :local for this machine, actions: :any for anyone who reaches the server.
	Eval code (allow: :eval): this machine (clients: :local, the default) unless clients: :any.

"This machine" is one rule everywhere. Anything on the machine that relays to the server (an SSH forward, socat, a proxy without X-Forwarded-* headers, a VM or container with user-mode NAT) counts as this machine. A container calling host.docker.internal also needs that name in allowed_hosts:. :loopback is still accepted wherever :local is, and means the same.
The Ecto tab is empty. The toolbar watches the repos in your apps' :ecto_repos; if there are none it logs one warning. Set repos: [MyApp.Repo] in config/dev.exs.
Security
The toolbar is for development. It is off outside MIX_ENV=dev, adds nothing to a production build when installed with only: :dev, and the panel refuses other origins and unknown host names. Process actions and the Eval plugin are opt-in and limited to a browser on this machine by default. Report vulnerabilities privately: see SECURITY.md.
Contributing
The ADR index (adr/README.md) is the place to start. AGENTS.md is written for AI coding agents. Run mix precommit before pushing (its JS tests need Node 22 or later).
mix precommit rebuilds the assets (the first run downloads the esbuild binary, so it needs network) and fails if priv/static differs from the committed bundles.
CI also compiles fixtures/host_app in prod and dev, which mix precommit does not (run it there with mix compile --warnings-as-errors).
CI also tests the minimum supported versions (Elixir 1.17, OTP 26, LiveView 1.1): agent-tools/ci-min.sh runs that row locally in Docker.
Try your changes in a real browser with mix dev, a demo app at http://localhost:4000.
License
MIT, see LICENSE.


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
[Unreleased]
[0.0.2] - 2026-11-11
	DOM-level JS tests for loader.js and panel.js wiring and postMessage origin gate (ADR 06)
	EXPLAIN tests on Postgres, a Postgres service in CI (ADR 08)
	allowed_origins: for proxies and tunnels that rewrite the Host header (ADR 04)
	PhoenixDevToolbar.Report: read API over captured sessions for IEx and agents (ADR 13)
	Shipped usage-rules.md and the phoenix-dev-toolbar-report agent skill (ADR 13)
	Standalone panel URL: <path>/panel?path=... or the newest page, standalone mode (ADR 14)
	Documented data-pdt-* row attributes with raw values, for browser-driving agents (ADR 14)
	MCP endpoint at <path>/mcp, this machine only, read-only Report tools, mcp: false (ADR 15)
	MCP clients: option: own LAN addresses count as local, IP/CIDR allowlist, :any (ADR 15)
	MCP client setup for Claude Code, Codex, Cursor and VS Code in README and usage rules (ADR 15)
	Panel sid check anchored with \A...\z (ADR 14)
	Standalone panel ?path= and newest page limited to MCP's clients rule (ADR 14)
	One "this machine" rule: actions: and Eval clients: take :local (ADR 10, ADR 12)
	Eval default clients: widened to :local, own LAN address included (ADR 12)
	Agent setup guide; README usage_rules config made skills-only, block rewrite warned (ADR 13)
	MCP refusals name the peer and the option; clearer "No captured page" errors (ADR 15)

[0.0.1] - 2026-11-10
First public release. A dev-only toolbar for Phoenix LiveView apps: a summary bar and panel
overlaid on the page you are working on, installed with one plug in the endpoint.
Tabs: Request, Ecto (queries, N+1 detection, EXPLAIN, JSON export), LiveView (lifecycle timings,
assigns, events, component tree), Process and System (any process, supervision trees, opt-in actions).
Opt-in Cluster and Eval plugins. Plugin API with a guide. Off outside MIX_ENV=dev.
	Project conventions: AGENTS.md, ADRs, roadmap, mix precommit, CI matrix (ADR 00, ADR 06)
	PhoenixDevToolbar.enabled?/0 runtime guard (ADR 01)
	Bounded ETS event store: caps, flood guard, TTL sweep, LiveView DOWN cleanup (ADR 03)
	Payload truncation and key redaction helpers (ADR 03)
	Telemetry collector: plugin fan-out, crash quarantine, $callers attribution (ADR 02)
	LiveView session tracking: dead render link, reconnect, live navigation, nested (ADR 02)
	Registry based live notifications for panel subscribers (ADR 03)
	Built-in Request and Ecto collectors, default plugins (ADR 02)
	PhoenixDevToolbar.Plug: page tracking, loader injection, asset serving (ADR 04)
	Live panel served by the plug, no router changes: summary, Ecto and Request tabs (ADR 01, ADR 04)
	Loader (shadow DOM iframe, collapse state), panel JS and CSS, esbuild bundles (ADR 04)
	mix dev harness: SQLite demo app with N+1, events, Task.async and dead pages (ADR 06)
	Prod compile check of a fixture host app installing the toolbar (ADR 01)
	Panel keeps following a tab after older sessions expire; no missed or out of order events (ADR 04)
	Bounded exception banners and plug options; panel asset URLs from the plug path (ADR 03, ADR 04)
	Toolbar disables itself, with a warning, in releases unless explicitly enabled (ADR 01)
	Panel UX: hide to a corner pill, HTTP/live query tags, timings, dropped badge, ARIA tabs (ADR 04)
	CI tests the minimum stack with LiveView 1.1 (ADR 06)
	Panel loads the host's own Phoenix and LiveView JS clients: no version skew (ADR 04)
	LiveView collector: callback and render timings, bounded assigns diff, push_event names (ADR 02)
	Bounded, budgeted redaction preview for assigns and LiveView params (ADR 03)
	LiveView tab: lifecycle profiler, callbacks badge and server event log (ADR 07)
	Assigns inspector: redacted snapshot through LiveView Debug, throttled refresh (ADR 07)
	Component tree, polled only while the panel is open and visible (ADR 07)
	Client event log: LiveView window events forwarded by the loader (ADR 04, ADR 07)
	JS unit tests for the loader helpers: mix test.js, in precommit and CI (ADR 06)
	mix dev pages: Components and Assigns (ADR 06)
	Trimmed events badge in the summary bar; client event validation module (ADR 03, ADR 07)
	Public plugin behaviour, use macro, plugin options and config validation (ADR 05)
	Per plugin event caps and a per session ceiling, limits documented in the README (ADR 03)
	max_events now caps each plugin per session, not the session (ADR 03)
	Plugin panel shell: LiveComponent tabs, per plugin badges and trimmed notes (ADR 05)
	LiveView tab on the public panel API; PanelLive is generic glue (ADR 05, ADR 07)
	Plugin errors shown in their tab with Re-enable; panel side boundary for plugin code (ADR 05)
	Plugin guide in ExDoc, Oban example plugin, harness pages for jobs and plugin errors (ADR 05, ADR 06)
	Plugin boundary covers all of render/1; event plugin ids stamped by the collector (ADR 05)
	Panel seen seqs bounded per session; Config checks id and name; update/2 rejected (ADR 03, ADR 05)
	Ecto badge DOM id is pdt-badge-ecto-queries (ADR 05)
	Summary bar: badges that do not fit are counted in a "+N" chip that opens the panel (ADR 04)
	Callback spans: Context.span and Event.span, the LiveView callback an event ran in (ADR 02)
	N+1 detector: Ecto badge, groups and row tags, n_plus_one: plugin option (ADR 08)
	EXPLAIN capture: raw params of SELECTs kept in the event, bounded, never rendered (ADR 03, ADR 08)
	EXPLAIN button in the Ecto tab: rolled back, single SELECT, page scoped; SQLite test repo (ADR 08)
	N+1 groups merged by SQL and origin, Clear button, advice; EXPLAIN focus, names, Hide (ADR 08)
	Process tab: vital signs, sparklines, links and monitors, nested LiveViews; in :defaults (ADR 09)
	Process tab: GC now button, rate limited; /memory harness page (ADR 06, ADR 09)
	Panel reload breaker: stops after 3 refused loads in 10 s, with a notice and Retry (ADR 04)
	Panel socket at <path>/live: no host CSRF token or session needed; fixes the reload loop (ADR 04)
	the plug's :live_socket_path option is gone (ADR 04)
	Panel socket review fixes: decoded join check, stale on unknown panels, host socket options (ADR 04)
	Panel: disconnected state, shorter cannot connect notice, inert tabs; Process tab wording (ADR 04, ADR 09)
	Docs: per-run disable recipe through DEV_TOOLBAR=0 (ADR 01)
	limits: overrides validated at boot; panel frame-ancestors and nosniff headers (ADR 03, ADR 04)
	Public repo: renamed to phoenix_dev_toolbar, GitHub install, CI badge, SECURITY.md
	Stricter lint: Credo opt-in checks, Dialyzer unmatched returns; shared test page helpers (ADR 06)
	Ecto tab JSON export: short or full with EXPLAIN, download or copy (ADR 08)
	Ecto export fix: a Copy built before the LiveView joined is dropped; request path fallback (ADR 08)
	Toolbar reserves its page space so the page scrolls above it; draggable panel height (ADR 04)
	Toolbar docks: bottom, top, left, right; dock picker, sideways collapsed strip (ADR 04)
	Dock picker menu no longer clipped on side docks (ADR 04)
	Page space opt out: reserve_space config and a dock menu toggle (ADR 04)
	Ecto Copy never hangs: busy and crash answers, disabled during EXPLAIN (ADR 08)
	Ecto Download checks root is one of the page's sids (ADR 08)
	Process addressing, protected set, actions: loopback policy (ADR 10)
	Panel.navigate/3: switch to another tab with params (ADR 10)
	System tab, now in :defaults: any process by pid or name, crumbs, ancestors, state (ADR 11)
	Process tab: every process is a link to the System tab (ADR 09)
	Process actions: kill (with reason), suspend 10 s with auto resume, watch, message peek (ADR 10)
	Redaction walks tuples, so queued messages and results are redacted too (ADR 10)
	System tab trees: a supervisor's children, the application list with top supervisors (ADR 11)
	System tab top: the 50 processes with the most memory, reductions or queue (ADR 11)
	System tab message trace: one process, 100 messages or 10 s, OTP 27 sessions (ADR 11)
	Cluster plugin (opt-in): connected nodes with round trip, processes, memory (ADR 12)
	Eval plugin (opt-in): read queries, code with allow: :eval, loopback by default (ADR 12)
	panel refuses host names that could be rebound; list yours in allowed_hosts (ADR 04)
	unset enabled means on only in Mix :dev; prod under Mix is off (ADR 01)
	panel socket requires a same-origin Origin, whatever the host check_origin (ADR 04)
	access-control-* headers stripped from panel and export responses (ADR 04)
	actions: defaults to false; :loopback opts in; Eval refused only on explicit false (ADR 10, ADR 12)
	Ecto params through the budgeted preview, 2 KB cap; redact/2 node budget (ADR 02, ADR 03)
	Response hook catches throws and exits; injection drops a preset content-length (ADR 04)
	Collector failure path tests; hot path wording matches the code (ADR 02)
	redact: adds to the defaults instead of replacing them (ADR 03)
	Ecto repos default to the apps' :ecto_repos, one warning when none (ADR 02, ADR 05)
	Integer list params shown as lists, not charlists; redact: entries validated (ADR 03)
	Public moduledocs for the built-in plugins, ADR links, Setup and plugin groups in the docs (ADR 05)
	Experimental markers on the plugin API; Truncate.changes/2 and snapshot/1 are internal (ADR 05)
	Truncate.redact/2 cuts what it does not walk instead of returning it; scalar structs redacted (ADR 03)



  

    Security

phoenix_dev_toolbar is a development tool. It is meant to be installed with
only: :dev and to run on the developer's machine; it disables itself in releases and in any
Mix env other than :dev unless explicitly enabled (see ADR 01).
Running it on a server reachable by others is out of scope.
In scope: anything that leaks the toolbar into production builds, lets another origin
read or drive the panel, or crashes or slows down the host application.
Please report vulnerabilities privately through
GitHub security advisories,
not in public issues.
Features that act on the node
They run for whoever can open the panel, so each has a safe default:
	Process actions (kill, suspend, message peek, state read, message trace:
ADR 10) are off by
default. actions: :local runs them for a browser on the same machine only
(:loopback means the same); actions: :any opens them to any browser that
reaches the dev server (Docker, LAN).
	Panel socket origin: the panel's websocket accepts only an Origin that is the
page's own host (and port), or one listed in allowed_origins:, whatever the host's
check_origin says. List only origins you control and remove them when the tunnel
is gone. The panel, its socket and the export also answer only for a
Host that cannot be DNS rebound
(ADR 04).
	The Eval plugin (ADR 12) is not
installed by default. Once added it is read only: a fixed list of read queries,
open like the System tab. With allow: :eval it runs code typed in the panel as
the BEAM user, for a browser on this machine only (clients: :local, an explicit actions: false in
the host config refuses code too; unset actions does not); with clients: :any too,
anyone who reaches the dev server can run code on your machine. Code is
logged as a warning when the toolbar starts, with who may run it.
	The MCP endpoint (<path>/mcp, ADR 15)
is on with the toolbar and read only: what the panel shows, as JSON. It has no
authentication. By default it answers this machine only (a loopback address or
one of the machine's own addresses, no proxy headers), a Host that cannot be
rebound and no foreign Origin. mcp: [clients: [...]] adds addresses and CIDR
ranges; mcp: [clients: :any] lets anyone who reaches the dev server read
the captured data (SQL, params, assigns). mcp: false turns it off. The
standalone panel's sid-less lookups (?path=, newest page) follow the same rule.
	Redaction is by key name (redact:, ADR 03): values under keys such as "password" or
"token" in maps and keyword lists are hidden; positional Ecto query params (an INSERT's
values) are shown as they are, and the panel shows whatever the page and queries carry.
	"This machine" (:local) is a peer address that is loopback or one of the
machine's own interface addresses, with no x-forwarded-* header: a proxy or
tunnel that adds none (Docker's userland port proxy, a plain TCP tunnel, an SSH
forward, socat, user-mode NAT) makes whoever reaches it look local. So does
address translation that rewrites a remote client's source to one of the
machine's own addresses (hairpin NAT, some Kubernetes hostPort setups).
	DNS rebinding: the panel, its socket and its downloads answer only for a host
name that cannot be rebound (an IP address, localhost, the endpoint's own
url host, or one you list in allowed_hosts:), so a hostile web page cannot
reach them through your browser.



  

    Setting it up with a coding agent

A checklist a coding agent (Claude Code, Codex, Cursor...) can follow to install the
toolbar in a Phoenix app, with its MCP server, agent skill and usage rules. Point
your agent at this page: "install phoenix_dev_toolbar following
https://hexdocs.pm/phoenix_dev_toolbar/agent-setup.html".
Each step says what to change and how to check it. Stop and ask the user when a
check fails or a step needs a choice they did not make.
0. Read the app first
Find, without changing anything:
	The Elixir, Phoenix and LiveView versions (mix.exs, mix.lock). Required:
Elixir 1.17+, Phoenix 1.8+, LiveView 1.1+.
	The endpoint module (lib/<app>_web/endpoint.ex) and its if code_reloading? do
block.
	The Ecto repos (config :<app>, ecto_repos: [...]), if any.
	The dev server's address and port: http: [ip: ..., port: ...] for the endpoint in
config/dev.exs, or a PORT read in config/runtime.exs. Default
localhost:4000. Call it <host>:<port> below.
	Any existing phoenix_dev_toolbar dependency (often a github: or path: one),
plug or config: update those instead of adding duplicates.
	The agent instructions file (AGENTS.md or CLAUDE.md) and whether it holds a
<!-- usage-rules-start --> ... <!-- usage-rules-end --> block (apps generated by
phx.new 1.8 do).

1. Dependency
# mix.exs, deps/0: replace any github: or path: entry
{:phoenix_dev_toolbar, "~> 0.0.2", only: :dev}
Run mix deps.get. Keep only: :dev: the toolbar must not exist in prod or test
builds.
2. The plug
Inside the endpoint's existing if code_reloading? do block, next to
Phoenix.LiveReloader:
if code_reloading? do
  # ...
  plug PhoenixDevToolbar.Plug
end
This is the only code change. Do not add a router route, an import, a layout
change or an app.js change: none is needed, and anything outside that block
breaks the production build.
3. Config
In config/dev.exs:
# Only when the app has no :ecto_repos, or the toolbar should watch other repos
config :phoenix_dev_toolbar, repos: [MyApp.Repo]

# On each repo's existing dev config: shows the code line behind each query
config :my_app, MyApp.Repo, stacktrace: true
Everything else is optional (README, "Configuration"). Leave it out unless the user
asks.
4. Check the install
	mix compile --warnings-as-errors passes.

	MIX_ENV=prod mix compile still passes (the dependency is absent there). Skip it
if the app cannot compile in prod locally (missing prod secrets) and say so.

	With the dev server running (the user's, or one you start), load a page as HTML:
curl -s -H "Accept: text/html" http://<host>:<port>/ | grep -c "data-pdt-sid"

1 means the toolbar's loader was injected. 0 on a page that answered 200 HTML
means the plug is not reached: recheck step 2 and that MIX_ENV=dev.


5. MCP server
The toolbar serves MCP at http://<host>:<port>/__pdt/mcp while the dev server runs.
Add it to the project config of the agent in use:
# Claude Code: writes .mcp.json
claude mcp add --transport http --scope project phoenix-dev-toolbar http://<host>:<port>/__pdt/mcp

# Codex: writes ~/.codex/config.toml
codex mcp add phoenix-dev-toolbar --url http://<host>:<port>/__pdt/mcp

Other clients (Cursor, VS Code) and the JSON forms are in the README, "MCP server".
If the project already has an .mcp.json, add the phoenix-dev-toolbar entry to its
mcpServers instead of replacing the file.
Check it, with the dev server running:
curl -s -X POST -H 'content-type: application/json' \
  -d '{"jsonrpc":"2.0","id":1,"method":"ping"}' http://<host>:<port>/__pdt/mcp

A JSON result means it works. A 403 or a refused connection: README,
"Troubleshooting". The agent picks up a new MCP server only after a restart or a
reconnect (/mcp in Claude Code, which also asks the user to approve a project
server once): tell the user.
6. Agent skill and usage rules
The package ships a skill, phoenix-dev-toolbar-report (measure a page before and
after a change), and usage-rules.md (how to read the toolbar's data). Install the
skill with one of these.
With usage_rules (keeps them in sync on upgrades). Add the dependency and a
skills-only config:
# mix.exs, deps/0
{:usage_rules, "~> 1.3", only: :dev}

# mix.exs, project/0
usage_rules: [skills: [package_skills: [:phoenix_dev_toolbar]]]
If the app already has a usage_rules: config, add :phoenix_dev_toolbar to its
skills: [package_skills: [...]] list instead. Then mix deps.get and
mix usage_rules.sync. It writes .claude/skills/phoenix-dev-toolbar-report/SKILL.md
(change the directory with skills: [location: ...]). Commit it.
Without usage_rules: copy the skill directory from the dependency, and repeat
the copy after each upgrade:
mkdir -p .claude/skills
cp -r deps/phoenix_dev_toolbar/usage-rules/skills/phoenix-dev-toolbar-report .claude/skills/

For the usage rules, add one line to the agent instructions file, outside any
usage-rules block:
- Before checking how a page behaves at runtime (queries, N+1, LiveView timings, errors), read `deps/phoenix_dev_toolbar/usage-rules.md`.
Do not add file: and usage_rules: [:phoenix_dev_toolbar] to the usage_rules
config unless the user asks: mix usage_rules.sync then rewrites the whole block
between <!-- usage-rules-start --> and <!-- usage-rules-end -->, and drops every
section not listed (the Phoenix rules phx.new put there, and any hand edits). When
the user wants it, list every package whose rules the block should keep, and review
the diff of the instructions file after the sync.
7. Done when
	The dependency is only: :dev, the plug sits inside if code_reloading?, and both
compiles of step 4 pass.
	The page curl shows the toolbar and the MCP ping answers.
	The skill is in the agent's skills directory, and the instructions file points at
the usage rules.
	You told the user to restart or reconnect the agent for the MCP server, and which
files changed.



  

    Writing a plugin

A plugin adds a tab and badges to the toolbar. The built-in Ecto, Request,
LiveView, Process and System panels are plugins too, written against the same API. This guide
builds one step by step; the complete example is the Oban plugin in the
repository's examples/oban folder.
Experimental
The plugin API may change in any 0.0.x release and is unstable before 1.0:
changes are listed in the CHANGELOG.
Where the module lives
The toolbar is a dev only dependency (only: :dev): in :prod (and :test)
PhoenixDevToolbar.Plugin does not exist, so a plugin module in lib/ breaks
those builds. Keep plugins in a directory compiled in :dev only:
# mix.exs
def project do
  [elixirc_paths: elixirc_paths(Mix.env()), ...]
end

defp elixirc_paths(:dev), do: ["lib", "dev"]
defp elixirc_paths(_env), do: ["lib"]
and put MyApp.Toolbar.Jobs in dev/toolbar/jobs.ex, registered from
config/dev.exs. A plugin published as its own package declares the toolbar
as a dependency and is installed only: :dev as well.
Where your code runs
A plugin has three parts, each running in a different place:
	Part	Callbacks	Runs in
	Collection	init/1, telemetry_events/1, collect/3	the host app's processes
	Summary	summary_init/1, summary_add/2, badges/1	the toolbar panel
	Tab	a PhoenixDevToolbar.Panel LiveComponent	the toolbar panel

collect/3 is the one to be careful with. It runs inside the host process
that emitted the telemetry event: a request, a LiveView, a process calling
your Repo. The toolbar only calls it for processes it tracks (the page you are
looking at and its Task.async children), but there it runs on every event:
	Keep it cheap and pure: no GenServer.call, no I/O, no Process.sleep.
	Bound everything you keep. Use PhoenixDevToolbar.Truncate: string/2
(binaries only), inspect_value/2, and preview/2 for user data such as
params or job args: it redacts keys such as password and cuts what it does
not walk, however deep. Never store a whole struct, a socket or a conn.
	Never create atoms from runtime data.
	Never assume a metadata field is present or has a type: a value you did not
expect is better shown as inspect_value/1 than raised on.

If collect/3 raises, throws, exits or returns anything other than
{:record, event} or :skip, the toolbar disables the plugin (it is
quarantined), logs the error once and shows it in the plugin's tab with a
Re-enable button (in the summary bar for a plugin without a tab). The host
app and the other plugins keep working.
Attribution: what counts as "the page"
An event belongs to a page when it is emitted by a process the toolbar tracks:
the request that rendered the page, its LiveView, or a $callers child of
them (Task.async, Task.async_stream). Context.source tells which:
:self or :caller.
Work done in other processes is not attributed: a GenServer the LiveView calls,
a PubSub subscriber, a job runner. For Oban, the insert of a job runs in the
caller (the LiveView that enqueued it), so it shows; the job's execution
runs in Oban's queue processes, which belong to no page, so it does not
(except with testing: :inline, where jobs run in the caller).
1. Collection
defmodule MyApp.Toolbar.Jobs do
  use PhoenixDevToolbar.Plugin, id: :jobs, name: "Jobs"

  alias PhoenixDevToolbar.{Context, Event, Truncate}

  # Runs once, when the toolbar starts: validate options here.
  @impl PhoenixDevToolbar.Plugin
  def init(opts) do
    case Keyword.get(opts, :queues, :all) do
      :all -> {:ok, %{queues: :all}}
      queues when is_list(queues) -> {:ok, %{queues: Enum.map(queues, &to_string/1)}}
      other -> {:error, "queues must be :all or a list, got: #{inspect(other)}"}
    end
  end

  @impl PhoenixDevToolbar.Plugin
  def telemetry_events(_config), do: [[:oban, :engine, :insert_job, :stop]]

  # Runs in the host process. The config is the one init/1 returned.
  @impl PhoenixDevToolbar.Plugin
  def collect(_event, {measurements, %{job: job}}, %Context{config: config}) do
    case config.queues == :all or job.queue in config.queues do
      true ->
        data = %{worker: Truncate.inspect_value(job.worker), args: Truncate.preview(job.args, 512)}
        {:record, Event.new(:jobs, :inserted, data, duration: measurements[:duration])}

      false ->
        :skip
    end
  end

  def collect(_event, _payload, _context), do: :skip
end
	id is stored in every event (Event.plugin, set by the toolbar to your
plugin's id) and names the tab (#pdt-tab-jobs); it must be unique among
the configured plugins.
	Event.new/4 takes the plugin id, a kind of your choosing, the data map
(already bounded: it is stored as is) and an optional :duration in native
time units, as :telemetry reports it.
	Return :skip for events you do not want.

Register it in config/dev.exs:
config :phoenix_dev_toolbar,
  plugins: [:defaults, {MyApp.Toolbar.Jobs, queues: [:mailers]}]
An invalid entry (a module that does not implement the behaviour, an init/1
returning an error, malformed event names, half of the summary callbacks) is
logged and skipped: your app always boots.
2. Summary badges
Badges are shown in the collapsed bar. They are folded event by event in the
panel, so they keep counting when the oldest events are trimmed from the
buffer (each plugin keeps its last 500 events per session; a LiveView page
has two sessions, its request and its LiveView).
  @impl PhoenixDevToolbar.Plugin
  def summary_init(_config), do: 0

  @impl PhoenixDevToolbar.Plugin
  def summary_add(count, %Event{kind: :inserted}), do: count + 1
  def summary_add(count, _event), do: count

  @impl PhoenixDevToolbar.Plugin
  def badges(0), do: []
  def badges(count), do: [%{id: "jobs", text: "#{count} jobs", level: :info}]
Define all three callbacks or none. A badge that is not well formed is
dropped, and an error in any of the three disables the plugin in the panel,
like an error in its tab. A badge is a map with id (the DOM id
becomes pdt-badge-<id>: start it with your plugin's id), text, level
(:ok, :info, :warn, :error) and an optional title tooltip.
3. The tab
panel/0 returns a LiveComponent that does use PhoenixDevToolbar.Panel:
  @impl PhoenixDevToolbar.Plugin
  def panel, do: MyApp.Toolbar.JobsPanel
defmodule MyApp.Toolbar.JobsPanel do
  use PhoenixDevToolbar.Panel

  alias PhoenixDevToolbar.Panel

  # Events have no :id field: DOM ids come from the unique seq.
  @impl Phoenix.LiveComponent
  def mount(socket), do: {:ok, stream_configure(socket, :jobs, dom_id: &"jobs-#{&1.seq}")}

  # A new page (the panel opened, live navigation): every stored event.
  @impl Panel
  def handle_reset(events, socket), do: stream(socket, :jobs, events, reset: true, limit: -500)

  # New events since, oldest first.
  @impl Panel
  def handle_events(events, socket),
    do: Enum.reduce(events, socket, &stream_insert(&2, :jobs, &1, limit: -500))

  @impl Phoenix.LiveComponent
  def render(assigns) do
    ~H"""
    <ul id="jobs" class="pdt-list" phx-update="stream">
      <li id="jobs-empty" class="pdt-list__empty">No jobs yet.</li>
      <li :for={{id, event} <- @streams.jobs} id={id} class="pdt-row">
        <code>{event.data.worker}</code>
        <span class="pdt-time">{Panel.duration(event.duration)}</span>
      </li>
    </ul>
    """
  end
end
	Keep events in streams, never in plain assigns: a page can produce
thousands.
	The toolbar assigns @config, @page (@page.root is the page's request
sid), @shown? (the tab is selected) and @visible? (the panel is open and
the browser tab visible). handle_props/1 runs when one of them changes:
use it to start or stop work that only matters while someone looks.
	Everything a LiveComponent can do works: handle_event/3 with
phx-target={@myself}, start_async/3 and handle_async/3 for slow reads.
For timers, PhoenixDevToolbar.Panel.send_after/4 delivers a message to
handle_info/2. Do not define update/2 or update_many/1: the toolbar
defines them.
	Style with the panel's classes: pdt-list, pdt-row, pdt-row__head,
pdt-row__meta, pdt-row--error, pdt-tag, pdt-badge, pdt-time,
pdt-origin, pdt-error, pdt-empty, pdt-list__empty, pdt-hint,
pdt-button. This is the stable set; other pdt- classes are internal and
may change. The panel lives in its own iframe:
your markup can never break the host page, and the panel stylesheet is the
only one loaded.
	DOM ids must be unique in the whole panel: prefix them with your plugin id.

Linking to another tab
PhoenixDevToolbar.Panel.navigate/3 switches the panel to another plugin's tab
and hands it {:navigate, params} in its handle_info/2:
  # In your tab: a click shows the process in the System tab.
  @impl Phoenix.LiveComponent
  def handle_event("inspect", %{"pid" => pid}, socket),
    do: {:noreply, Panel.navigate(socket, :system, %{"pid" => pid})}

  # In the target tab.
  @impl Panel
  def handle_info({:navigate, %{"pid" => pid}}, socket), do: assign(socket, :pid, pid)
Keep params small: a few strings. A plugin that is not attached, or has no
tab, is ignored. Treat params like any client input: they may come from a click.
To point at a process, link to the System tab rather than acting on it yourself:
Panel.navigate(socket, :system, %{"pid" => inspect(pid)}).
What a tab does not get: the built-in tabs' internal assigns (prefixed pdt_,
such as the client's address the process actions check) and process monitor
messages. A DOWN for a monitor your tab sets reaches the panel process, which
only routes the built-in tabs' own: use send_after/4 polling, or start_async/3
and handle_async/3, to follow a process.
An exception in the tab's code (its callbacks, render/1 and its template,
mount/1) disables the tab only, with the error and a Re-enable button. The
template is checked by rendering it once more behind that boundary; a template
that nests live components is not checked, and an error there still breaks the
panel.
Testing a plugin
	Unit test collect/3 with the metadata shape the library really emits:
read it in the library's source (deps/), not from memory.
	Unit test the summary callbacks: they are pure functions.
	To test against the toolbar, install it only: [:dev, :test] and compile
dev/ in :test too.
	The whole path (a page of your app, the injected sid, the panel at
/__pdt/panel?sid=<sid>) needs PhoenixDevToolbar.Plug in the test
endpoint, which usually sits under code_reloading? and is off in tests:
check it by hand in mix phx.server instead. The toolbar's own tests
(test/examples/oban_test.exs) show the full path against a test endpoint.
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A dev-only debug toolbar for Phoenix LiveView applications.
Every entry point of the library is a no-op unless enabled?/0 returns
true. See ADR 01 for the production footprint rules.
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          @spec enabled?() :: boolean()


      


Returns whether the toolbar is enabled.
True when config :phoenix_dev_toolbar, enabled: true, or when enabled is
unset under Mix env :dev. The application settles an unset value at boot:
in a release or any other Mix env it stores false.
Examples
iex> PhoenixDevToolbar.enabled?()
true
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The whole toolbar integration: tracks page requests, injects the toolbar
into HTML responses, and serves the toolbar's own assets and panel.
Add it to your endpoint, next to Phoenix.LiveReloader:
if code_reloading? do
  plug PhoenixDevToolbar.Plug
end
No router changes are needed: the panel is a LiveView rendered by this plug
under :path, and it connects through its own socket at <path>/live, not
through the host's LiveSocket or its app.js. This keeps the package
installable with only: :dev, since nothing outside the code_reloading?
block references it.
Options
	:path - where the toolbar lives, an absolute path below the root.
Defaults to "/__pdt". The panel, its assets, its socket and the export
are served under it.

	:nonce_assign - the conn.assigns key holding a CSP nonce for the
injected script tag. Defaults to :csp_nonce. A nonce based
script-src needs the same nonce in the assign:
# in a plug before this one, or in your CSP plug
conn = Plug.Conn.assign(conn, :csp_nonce, nonce)

# or, if your plug stores it elsewhere
plug PhoenixDevToolbar.Plug, nonce_assign: :my_nonce


Standalone panel
The panel also opens in a browser tab of its own, for example from a
browser-driving agent:
	<path>/panel?path=/posts - the newest page whose path is exactly /posts
	<path>/panel - the newest page
	<path>/panel?sid=<sid> - one page, by the sid PhoenixDevToolbar.Report
returns, or the data-pdt-sid of the toolbar's script tag on the page

A page is the request and the LiveView it mounted, as the toolbar shows it.
The page is picked when the panel loads: reload the panel for a newer one.
?path= matches the path the page started at (a live patch keeps its
LiveView's mount path).
?path= and the newest page find a page without its sid, so they follow the
MCP client rule below: this machine unless mcp: [clients: ...] says
otherwise. Other clients get an empty panel that says why; ?sid= works for
any client the access rules let in.
Rows carry stable data-pdt-* attributes with raw values. Booleans are
present only when true; missing values are left out.
	Element	Attributes
	#pdt-panel	data-pdt-root (root sid), data-pdt-sids (comma separated)
	tab section	data-pdt-tab (plugin id); hidden tabs are in the DOM too
	every event row	data-pdt-row, data-pdt-sid, data-pdt-seq, data-pdt-duration-us
	query row	data-pdt-source, data-pdt-error, data-pdt-n-plus-one
	n-plus-one row	data-pdt-count, data-pdt-callbacks
	callback row	data-pdt-callback, data-pdt-event, data-pdt-error
	render row	data-pdt-error
	client row	data-pdt-event (the phx:* type)
	request row	data-pdt-kind, data-pdt-method, data-pdt-status, data-pdt-error
	profile row	data-pdt-callback, data-pdt-count, data-pdt-total-us, data-pdt-max-us
	#pdt-empty	data-pdt-lookup: sid, path, newest or gated

The decision is ADR 14.
MCP server
<path>/mcp is an MCP server (Streamable HTTP, MCP 2025-03-26 to 2026-07-28)
with read-only tools over PhoenixDevToolbar.Report: list_pages,
page_summary, page_queries, page_callbacks, page_n_plus_one and
page_errors. By default it answers only clients on this machine (a loopback
peer or one of the machine's own addresses, no proxy headers), with an allowed
Host and no foreign Origin. It is on with the toolbar:
config :phoenix_dev_toolbar, mcp: false                              # off
config :phoenix_dev_toolbar, mcp: [clients: ["192.168.1.0/24"]]     # also these
config :phoenix_dev_toolbar, mcp: [clients: :any]                   # anyone
Anything on this machine that relays to the dev server (an SSH forward, socat,
a local proxy without X-Forwarded-* headers, a VM or container with
user-mode NAT) counts as this machine. Client setup is in the README, the
protocol details in
ADR 15.
Access rules
The panel, its socket, the export and the MCP endpoint answer only a request whose Host cannot
be rebound: an IP address, localhost, your endpoint's url: [host: ...] or a
name listed in config :phoenix_dev_toolbar, allowed_hosts: [...]. The socket
also refuses a missing Origin, or one that differs from the host the request
was sent to, unless it is listed in allowed_origins: [...] (for a proxy or
tunnel that rewrites the Host header). The MCP endpoint and the standalone
panel's sid-less lookups add the client rule of the "MCP server" section;
process actions (actions:) and the Eval plugin's code use the same
"this machine" rule (:local). The README's "Docker or LAN access" section
sums it all up.
The plug does nothing when the toolbar is disabled
(config :phoenix_dev_toolbar, enabled: false).
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Experimental
This API may change in any 0.0.x release. Changes are listed in the CHANGELOG.
The Cluster tab (ADR 12): this node and its connected nodes, with each one's
round trip time, process count, memory, OTP release and uptime. Not in
:defaults: add it to the toolbar's plugins:.
config :phoenix_dev_toolbar, plugins: [:defaults, PhoenixDevToolbar.Plugins.Cluster]
Option: refresh_ms: how often the nodes are read while the tab is shown,
5000 by default (1000 to 60000).
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The Ecto tab (ADR 08): every query of the page,
oldest first, with SQL, params, timings, rows and the code that ran it, N+1
groups flagged above them, EXPLAIN for SELECTs and a JSON export. Part of
:defaults.
config :phoenix_dev_toolbar, repos: [MyApp.Repo]
Options
	Option	Type	Default
	repos:	list of repo modules	the top level repos config, else the :ecto_repos of the loaded applications
	n_plus_one:	integer >= 2, or false to turn the detector off	5

repos: in the plugin entry wins over the top level config:
config :phoenix_dev_toolbar,
  plugins: [:defaults, {PhoenixDevToolbar.Plugins.Ecto, repos: [MyApp.Repo], n_plus_one: 3}]
With no repos found, the tab stays empty and one warning names the config line.
Set stacktrace: true in the repo's config to see where each query comes from.
ecto_sql is an optional dependency: without it this plugin attaches to nothing.
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Experimental
This API may change in any 0.0.x release. Changes are listed in the CHANGELOG.
The Eval tab (ADR 12): read queries about the running node and, only when you
allow it, code you type, evaluated on the node. Not in :defaults: add it to
the toolbar's plugins:.
config :phoenix_dev_toolbar,
  plugins: [:defaults, {PhoenixDevToolbar.Plugins.Eval, allow: :eval}]
Options, each with a safe default:
	allow: :read_only (default: a fixed list of read queries, no code) or
:eval (code typed in the panel runs on the node)
	clients: who may run code: :local (default: only a browser on this
machine, loopback or its own addresses, reaching the server directly;
:loopback is accepted and means the same) or :any (any browser that reaches
the dev server, Docker or LAN setups). Read queries answer any browser, like
the System tab.
	timeout_ms: how long code may run before it is stopped, 5000 by default
(100 to 60000)

Eval is its own opt-in and does not depend on the top level actions: option
(kill, suspend, message peek: off by default). It is refused only when the host
sets actions: false explicitly.
allow: :eval with clients: :any lets anyone who reaches the dev server run
code as the BEAM user: both overrides are warned about when the toolbar
starts. See SECURITY.md.
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The LiveView tab (ADR 07): a profiler of every
callback and render of the page's LiveViews and LiveComponents, the assigns and
how they change, an event log (server and browser) and the component tree. Part
of :defaults. It takes no options.
config :phoenix_dev_toolbar, plugins: [:defaults]
Leave it out with {:exclude, PhoenixDevToolbar.Plugins.LiveView}. Assigns are
bounded and redacted (see the redact: option of the application config).
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The Process tab (ADR 09): the page's LiveView process
(or a nested one): memory, reductions, message queue, links, monitors and the
tasks it started, read only while the tab is shown. Part of :defaults.
config :phoenix_dev_toolbar,
  plugins: [:defaults, {PhoenixDevToolbar.Plugins.Process, sample_ms: 500}]
Options
	Option	Meaning	Type	Default
	sample_ms:	how often the vital signs are read	integer, 250 to 60000	1000
	samples:	points kept by each sparkline	integer, 2 to 600	60
	relations_ms:	how often links and monitors are read	integer, 1000 to 300000	5000

An unknown option or a value out of range disables the plugin, with a logged
reason. Process actions (kill, suspend) are off unless actions: allows them.

      




  

    
PhoenixDevToolbar.Plugins.Request 
    



      
The Request tab (ADR 02):
the page's routed requests, their exceptions with the error banner and
stacktrace, and the response (status, duration). Part of :defaults. It takes
no options.
config :phoenix_dev_toolbar, plugins: [:defaults]
Path params are redacted (see the redact: option of the application config).

      




  

    
PhoenixDevToolbar.Plugins.System 
    



      
The System tab (ADR 11): any local process, by pid or
registered name or through a link from another tab, with the same vital signs
as the Process tab plus ancestors, stacktrace and state. Reads nothing until
someone inspects a process. Part of :defaults.
config :phoenix_dev_toolbar,
  plugins: [:defaults, {PhoenixDevToolbar.Plugins.System, samples: 120}]
Options
	Option	Meaning	Type	Default
	sample_ms:	how often the vital signs are read	integer, 250 to 60000	1000
	samples:	points kept by each sparkline	integer, 2 to 600	60
	relations_ms:	how often links and monitors are read	integer, 1000 to 300000	5000

An unknown option or a value out of range disables the plugin, with a logged
reason. Process actions (kill, suspend) are off unless actions: allows them.

      




  

    
PhoenixDevToolbar.Report 
    



      
Reads what the toolbar captured, without a browser: from IEx, a remote shell,
or an agent that evaluates code in the running app (such as Tidewave's
project_eval). See ADR 13.
alias PhoenixDevToolbar.Report

Report.latest(path: "/posts") |> Report.summary()
#=> %{queries: %{count: 23, failed: 0, total_us: 4180, slowest: [...]},
#     n_plus_one: [%{sql: "SELECT ... WHERE post_id = ?", count: 20, ...}], ...}
Sessions and targets
A session is one page view: a dead render request (kind: :request) or a
LiveView process (kind: :live_view). sessions/1 lists them newest first,
latest/1 returns the newest that matches.
The reading functions take a target: a sid, a session from sessions/1, or
a list of sids. A request's target includes the LiveView sessions that joined
from it (its connected mount), so the dead render and the connected mount read
as one page; pass children: false to read the request alone. A LiveView
reached by live navigation is a session of its own.
What you get
Plain maps with atom keys, described by the types below. Durations are in
microseconds, at is a DateTime. Values are already truncated and redacted
when captured: you read what the panel shows. New keys may be added; renaming
or removing one is a breaking change noted in the CHANGELOG.
Limits
Only what the Store still holds is readable: events are capped per session
and expire after the TTL (10 minutes by default, limits: in the config). A
session whose events were dropped or trimmed says so (dropped, trimmed).
While the toolbar is disabled every function returns [] or nil.
Every read runs in the caller's process and copies at most a few sessions'
capped events: nothing runs in the host's request or LiveView processes.
EXPLAIN and the process actions are not part of this API.

      


      
        Summary


  
    Types
  


    
      
        callback()

      


        One LiveView or LiveComponent callback (:mount, :handle_params,
:handle_event, :handle_info, :update, ...). queries and query_us
count the queries run in it, its tasks included. changes is the assigns
diff it produced (see PhoenixDevToolbar.Truncate.changes/0).



    


    
      
        error()

      


        A failure: a request exception, a failed callback or render, a failed query.



    


    
      
        n_plus_one()

      


        A repeated query: the same SQL from the same origin run count times in one
callback, in callbacks callbacks so far.



    


    
      
        query()

      


        One Ecto query. rows is set on success, error on failure. times holds
Ecto's measurements (:query_time, :queue_time, :decode_time, ...) in
microseconds. origin is the first stacktrace frame outside Ecto (nil unless
the repo has stacktrace: true). span is the callback the query ran in:
see callbacks/2. n_plus_one? marks the query that reached the N+1
threshold and every repetition after it, as the Ecto tab does.



    


    
      
        request()

      


        The dead render request: its route and response.



    


    
      
        session()

      


        One page view. owner is the LiveView process (nil for a request), parent
the session it came from (the request for a connected mount, the previous
LiveView after live navigation). events is the number stored now.



    


    
      
        sid()

      


        A session id.



    


    
      
        summary()

      


        A page at a glance. sids are the sessions read; session is the first.
Each slowest list holds at most 5 items, slowest first.
dropped and trimmed add up the events lost to the caps.



    


    
      
        target()

      


        A sid, a session from sessions/1, or a list of sids.



    





  
    Functions
  


    
      
        callbacks(target, opts \\ [])

      


        Every LiveView and LiveComponent callback of target, oldest first. Option: children:.



    


    
      
        errors(target, opts \\ [])

      


        Every failure of target, oldest first. Option: children:.



    


    
      
        latest(opts \\ [])

      


        The newest session matching sessions/1 options, or nil.



    


    
      
        n_plus_one(target, opts \\ [])

      


        The repeated queries of target, most recent first.



    


    
      
        queries(target, opts \\ [])

      


        Every query of target, oldest first.
Options: children:, threshold: (see n_plus_one/2).



    


    
      
        sessions(opts \\ [])

      


        Lists the sessions the Store holds, newest first.



    


    
      
        summary(target, opts \\ [])

      


        A page at a glance, or nil when no session of target is left.
Options: children: (see the module docs), threshold: (see n_plus_one/2).



    





      


      
        Types


        


  
    
      
    
    
      callback()



        
          
        

    

  


  

      

          @type callback() :: %{
  sid: sid(),
  seq: pos_integer(),
  span: non_neg_integer() | nil,
  at: DateTime.t(),
  duration_us: non_neg_integer() | nil,
  callback: atom(),
  view: module() | nil,
  component: module() | nil,
  id: String.t() | nil,
  event: String.t() | nil,
  params: String.t() | nil,
  changes: PhoenixDevToolbar.Truncate.changes() | nil,
  queries: non_neg_integer(),
  query_us: non_neg_integer(),
  error: String.t() | nil
}


      


One LiveView or LiveComponent callback (:mount, :handle_params,
:handle_event, :handle_info, :update, ...). queries and query_us
count the queries run in it, its tasks included. changes is the assigns
diff it produced (see PhoenixDevToolbar.Truncate.changes/0).

  



  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() :: %{
  sid: sid(),
  seq: pos_integer(),
  at: DateTime.t(),
  source: :request | :live_view | :ecto,
  message: String.t(),
  stacktrace: [String.t()]
}


      


A failure: a request exception, a failed callback or render, a failed query.

  



  
    
      
    
    
      n_plus_one()



        
          
        

    

  


  

      

          @type n_plus_one() :: %{
  sql: String.t() | nil,
  origin: String.t() | nil,
  count: pos_integer(),
  callbacks: pos_integer(),
  sids: [sid()]
}


      


A repeated query: the same SQL from the same origin run count times in one
callback, in callbacks callbacks so far.

  



  
    
      
    
    
      query()



        
          
        

    

  


  

      

          @type query() :: %{
  sid: sid(),
  seq: pos_integer(),
  span: non_neg_integer() | nil,
  at: DateTime.t(),
  duration_us: non_neg_integer() | nil,
  repo: String.t() | nil,
  sql: String.t() | nil,
  params: String.t() | nil,
  source: String.t() | nil,
  rows: non_neg_integer() | nil,
  error: String.t() | nil,
  times: %{required(atom()) => non_neg_integer()},
  origin: String.t() | nil,
  stacktrace: [String.t()],
  n_plus_one?: boolean()
}


      


One Ecto query. rows is set on success, error on failure. times holds
Ecto's measurements (:query_time, :queue_time, :decode_time, ...) in
microseconds. origin is the first stacktrace frame outside Ecto (nil unless
the repo has stacktrace: true). span is the callback the query ran in:
see callbacks/2. n_plus_one? marks the query that reached the N+1
threshold and every repetition after it, as the Ecto tab does.

  



  
    
      
    
    
      request()



        
          
        

    

  


  

      

          @type request() :: %{
  method: String.t() | nil,
  path: String.t() | nil,
  route: String.t() | nil,
  handler: String.t() | nil,
  status: non_neg_integer() | nil,
  duration_us: non_neg_integer() | nil
}


      


The dead render request: its route and response.

  



  
    
      
    
    
      session()



        
          
        

    

  


  

      

          @type session() :: %{
  sid: sid(),
  kind: :request | :live_view,
  parent: sid() | nil,
  view: module() | nil,
  path: String.t() | nil,
  owner: pid() | nil,
  started_at: DateTime.t(),
  events: non_neg_integer(),
  dropped: non_neg_integer(),
  trimmed: non_neg_integer()
}


      


One page view. owner is the LiveView process (nil for a request), parent
the session it came from (the request for a connected mount, the previous
LiveView after live navigation). events is the number stored now.

  



  
    
      
    
    
      sid()



        
          
        

    

  


  

      

          @type sid() :: String.t()


      


A session id.

  



  
    
      
    
    
      summary()



        
          
        

    

  


  

      

          @type summary() :: %{
  sids: [sid()],
  session: session(),
  request: request() | nil,
  queries: %{
    count: non_neg_integer(),
    failed: non_neg_integer(),
    total_us: non_neg_integer(),
    slowest: [query()]
  },
  n_plus_one: [n_plus_one()],
  callbacks: %{
    count: non_neg_integer(),
    total_us: non_neg_integer(),
    slowest: [callback()]
  },
  renders: %{count: non_neg_integer(), total_us: non_neg_integer()},
  errors: [error()],
  dropped: non_neg_integer(),
  trimmed: non_neg_integer()
}


      


A page at a glance. sids are the sessions read; session is the first.
Each slowest list holds at most 5 items, slowest first.
dropped and trimmed add up the events lost to the caps.

  



  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: sid() | session() | [sid()]


      


A sid, a session from sessions/1, or a list of sids.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      callbacks(target, opts \\ [])



        
          
        

    

  


  

      

          @spec callbacks(target(), keyword()) :: [callback()]


      


Every LiveView and LiveComponent callback of target, oldest first. Option: children:.

  



    

  
    
      
    
    
      errors(target, opts \\ [])



        
          
        

    

  


  

      

          @spec errors(target(), keyword()) :: [error()]


      


Every failure of target, oldest first. Option: children:.

  



    

  
    
      
    
    
      latest(opts \\ [])



        
          
        

    

  


  

      

          @spec latest(keyword()) :: session() | nil


      


The newest session matching sessions/1 options, or nil.

  



    

  
    
      
    
    
      n_plus_one(target, opts \\ [])



        
          
        

    

  


  

      

          @spec n_plus_one(target(), keyword()) :: [n_plus_one()]


      


The repeated queries of target, most recent first.
Options: children:, threshold: (repetitions in one callback, at least 2,
or false). The threshold defaults to the Ecto plugin's n_plus_one: option.

  



    

  
    
      
    
    
      queries(target, opts \\ [])



        
          
        

    

  


  

      

          @spec queries(target(), keyword()) :: [query()]


      


Every query of target, oldest first.
Options: children:, threshold: (see n_plus_one/2).

  



    

  
    
      
    
    
      sessions(opts \\ [])



        
          
        

    

  


  

      

          @spec sessions(keyword()) :: [session()]


      


Lists the sessions the Store holds, newest first.
Options: :path (exact string or a Regex), :view (module), :kind
(:request or :live_view), :limit.

  



    

  
    
      
    
    
      summary(target, opts \\ [])



        
          
        

    

  


  

      

          @spec summary(target(), keyword()) :: summary() | nil


      


A page at a glance, or nil when no session of target is left.
Options: children: (see the module docs), threshold: (see n_plus_one/2).

  


        

      


  

    
PhoenixDevToolbar.Context 
    



      
What a plugin's PhoenixDevToolbar.Plugin.collect/3 knows about the event
it is handling (ADR 05).
	sid: the page session the event belongs to
	source: :self when the emitting process is tracked itself (a request,
a LiveView), :caller for its $callers children such as Task.async
	config: the plugin's config, as returned by its init/1
	span: the callback span the event happened in: a counter bumped at
every LiveView callback start and stop in the tracked process (so one
handle_event/3, one render/1, or the gap between two callbacks where
handle_info/2 runs). A $callers child gets its caller's span. Events
are stamped with it (Event.span).


      


      
        Summary


  
    Types
  


    
      
        source()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      source()



        
          
        

    

  


  

      

          @type source() :: :self | :caller


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixDevToolbar.Context{
  config: term(),
  sid: String.t(),
  source: source(),
  span: non_neg_integer()
}


      



  


        

      


  

    
PhoenixDevToolbar.Event 
    



      
One recorded fact: a query, a callback, a request (ADR 05).
Plugins build events with new/4 in PhoenixDevToolbar.Plugin.collect/3.
plugin is the plugin's id, kind an atom of the plugin's choosing, data
a map that must already be bounded (see PhoenixDevToolbar.Truncate): it is
stored as is. sid and seq are set by the toolbar on insert; plugin and
span (the callback span, see PhoenixDevToolbar.Context) are stamped by the
collector: span is nil only on an event not recorded yet.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        native_to_us(native)

      


        Converts a native time duration to microseconds, passing nil through.



    


    
      
        new(plugin, kind, data, opts \\ [])

      


        Builds an event stamped with the current system time in microseconds.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixDevToolbar.Event{
  at: integer(),
  data: map(),
  duration: non_neg_integer() | nil,
  kind: atom(),
  plugin: atom(),
  seq: pos_integer() | nil,
  sid: String.t() | nil,
  span: non_neg_integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      native_to_us(native)



        
          
        

    

  


  

      

          @spec native_to_us(integer() | nil) :: non_neg_integer() | nil


      


Converts a native time duration to microseconds, passing nil through.
iex> PhoenixDevToolbar.Event.native_to_us(nil)
nil

iex> PhoenixDevToolbar.Event.native_to_us(System.convert_time_unit(3, :millisecond, :native))
3000

  



    

  
    
      
    
    
      new(plugin, kind, data, opts \\ [])



        
          
        

    

  


  

      

          @spec new(atom(), atom(), map(), keyword()) :: t()


      


Builds an event stamped with the current system time in microseconds.
:duration is given in native time units (as :telemetry reports it) and
stored in microseconds.

  


        

      


  

    
PhoenixDevToolbar.Panel behaviour
    



      
Experimental
This API may change in any 0.0.x release. Changes are listed in the CHANGELOG.
A plugin's tab in the toolbar panel: a Phoenix.LiveComponent (ADR 05).
A plugin returns its panel module from PhoenixDevToolbar.Plugin.panel/0.
The toolbar renders it inside its own iframe, never in the host page, and
hands it the plugin's events as they arrive:
defmodule MyApp.Toolbar.JobsPanel do
  use PhoenixDevToolbar.Panel

  # Events have no :id field: give streams a DOM id from the unique seq.
  @impl Phoenix.LiveComponent
  def mount(socket), do: {:ok, stream_configure(socket, :jobs, dom_id: &"jobs-#{&1.seq}")}

  @impl PhoenixDevToolbar.Panel
  def handle_reset(events, socket),
    do: stream(socket, :jobs, events, reset: true, limit: -500)

  @impl PhoenixDevToolbar.Panel
  def handle_events(events, socket),
    do: Enum.reduce(events, socket, &stream_insert(&2, :jobs, &1, limit: -500))

  @impl Phoenix.LiveComponent
  def render(assigns) do
    ~H"""
    <ul id="jobs" class="pdt-list" phx-update="stream">
      <li id="jobs-empty" class="pdt-list__empty">No jobs yet.</li>
      <li :for={{id, job} <- @streams.jobs} id={id} class="pdt-row">{job.data.worker}</li>
    </ul>
    """
  end
end
Events are the plugin's own, oldest first. Keep them in streams, never in
plain assigns: a page can produce thousands. handle_reset/2 gets every
stored event of a new page (the panel opened, live navigation), and runs
once with [] before the first render; handle_events/2 gets the new ones
since. DOM ids must be unique in the whole panel: prefix them with your
plugin's name and use the event's seq.
The toolbar assigns, before calling either callback:
	@config: the plugin's config, as returned by its init/1
	@page: the page shown, a struct whose module is internal. Rely only on
@page.root (the sid of its HTTP request) and @page.sids (the sids of
the sessions that make up the page: the request, then its LiveView once
connected; empty when the page's events have expired). Its other fields
(transport, path, owner) are internal and may change
	@shown?: the tab is selected
	@visible?: the panel is open and the browser tab visible

handle_props/1 runs when only those change, for example to start or stop
polling. A panel can use every LiveComponent feature except update/2 and
update_many/1, which the toolbar defines: handle_event/3
(with phx-target={@myself}), start_async/3 and handle_async/3. For
timers, send_after/4 delivers a message to handle_info/2. Style it with the panel's pdt-
classes (the stable set is listed in the plugin guide): the panel
stylesheet is the only one loaded.
The behaviour is unstable before 1.0 (see the note at the top).

      


      
        Summary


  
    Callbacks
  


    
      
        handle_events(events, t)

      


        New events of the plugin since the last call, oldest first.



    


    
      
        handle_info(message, t)

      


        A message scheduled with send_after/4, or {:navigate, params} from
navigate/3. Defaults to ignoring it.



    


    
      
        handle_props(t)

      


        @shown?, @visible? or @page changed. Defaults to doing nothing.



    


    
      
        handle_reset(events, t)

      


        The page changed: replace everything shown with events.



    





  
    Functions
  


    
      
        duration(us)

      


        Formats a duration in microseconds (Event.duration) the way the toolbar
does: "0.04 ms", "12.3 ms", "2.50 s", "n/a" for nil.



    


    
      
        navigate(socket, plugin_id, params)

      


        Switches the panel to the tab of the plugin plugin_id and delivers
{:navigate, params} to that tab's handle_info/2. Returns socket
unchanged, for pipelines. Call it from the panel's own callbacks.



    


    
      
        send_after(module, id, message, ms)

      


        Delivers message to the panel module with DOM id id (its
@id) after ms milliseconds, through handle_info/2. Returns the
timer reference. Call it from the panel's own callbacks.



    





      


      
        Callbacks


        


  
    
      
    
    
      handle_events(events, t)



        
          
        

    

  


  

      

          @callback handle_events(
  events :: [PhoenixDevToolbar.Event.t()],
  Phoenix.LiveView.Socket.t()
) ::
  Phoenix.LiveView.Socket.t()


      


New events of the plugin since the last call, oldest first.

  



  
    
      
    
    
      handle_info(message, t)


        (optional)


        
          
        

    

  


  

      

          @callback handle_info(message :: term(), Phoenix.LiveView.Socket.t()) ::
  Phoenix.LiveView.Socket.t()


      


A message scheduled with send_after/4, or {:navigate, params} from
navigate/3. Defaults to ignoring it.

  



  
    
      
    
    
      handle_props(t)


        (optional)


        
          
        

    

  


  

      

          @callback handle_props(Phoenix.LiveView.Socket.t()) :: Phoenix.LiveView.Socket.t()


      


@shown?, @visible? or @page changed. Defaults to doing nothing.

  



  
    
      
    
    
      handle_reset(events, t)



        
          
        

    

  


  

      

          @callback handle_reset(
  events :: [PhoenixDevToolbar.Event.t()],
  Phoenix.LiveView.Socket.t()
) ::
  Phoenix.LiveView.Socket.t()


      


The page changed: replace everything shown with events.

  


        

      

      
        Functions


        


  
    
      
    
    
      duration(us)



        
          
        

    

  


  

      

          @spec duration(non_neg_integer() | nil) :: String.t()


      


Formats a duration in microseconds (Event.duration) the way the toolbar
does: "0.04 ms", "12.3 ms", "2.50 s", "n/a" for nil.

  



  
    
      
    
    
      navigate(socket, plugin_id, params)



        
          
        

    

  


  

      

          @spec navigate(Phoenix.LiveView.Socket.t(), atom(), map()) ::
  Phoenix.LiveView.Socket.t()


      


Switches the panel to the tab of the plugin plugin_id and delivers
{:navigate, params} to that tab's handle_info/2. Returns socket
unchanged, for pipelines. Call it from the panel's own callbacks.
Use it to link to another tab, for example to inspect a process in the System
tab. Keep params small (a few strings): they go through the panel process
as they are. A plugin that is not attached or has no tab is ignored, and so is
a call from anything but a toolbar panel (a host LiveView's socket).
def handle_event("inspect", %{"pid" => pid}, socket),
  do: {:noreply, Panel.navigate(socket, :system, %{"pid" => pid})}

  



  
    
      
    
    
      send_after(module, id, message, ms)



        
          
        

    

  


  

      

          @spec send_after(module(), String.t(), term(), non_neg_integer()) :: reference()


      


Delivers message to the panel module with DOM id id (its
@id) after ms milliseconds, through handle_info/2. Returns the
timer reference. Call it from the panel's own callbacks.

  


        

      


  

    
PhoenixDevToolbar.Plugin behaviour
    



      
Experimental
This API may change in any 0.0.x release. Changes are listed in the CHANGELOG.
The behaviour every toolbar panel implements, the built-ins included (ADR 05).
A plugin collects events from :telemetry inside the host's processes and,
in the panel, folds them into summary badges (summary_init/1,
summary_add/2, badges/1) and shows them in its own tab
(panel/0, see PhoenixDevToolbar.Panel). Register plugins in config/dev.exs:
config :phoenix_dev_toolbar,
  plugins: [:defaults, {MyApp.Toolbar.Jobs, queues: [:default]}]
:defaults expands to the built-ins (Ecto, Request, LiveView, Process, System). Listing a
built-in with options overrides it; {:exclude, Module} removes one. An
invalid entry is logged and skipped: the host application always boots.
Example
defmodule MyApp.Toolbar.Jobs do
  use PhoenixDevToolbar.Plugin, id: :jobs, name: "Jobs"

  alias PhoenixDevToolbar.{Context, Event}

  @impl PhoenixDevToolbar.Plugin
  def init(opts), do: {:ok, %{queues: Keyword.get(opts, :queues, :all)}}

  @impl PhoenixDevToolbar.Plugin
  def telemetry_events(_config), do: [[:oban, :engine, :insert_job, :stop]]

  @impl PhoenixDevToolbar.Plugin
  def collect(_event, {measurements, metadata}, %Context{}) do
    data = %{worker: metadata.job.worker}
    {:record, Event.new(:jobs, :inserted, data, duration: measurements.duration)}
  end
end
Where the code runs
init/1 runs once, when the toolbar attaches its handlers. collect/3 runs
inside the host process that emitted the event (a request, a LiveView,
a Repo caller), and only for processes the toolbar tracks. So it must be
cheap and pure:
	never call another process synchronously, never do I/O
	bound everything it keeps: inspect/2 limits, never whole structs
	never create atoms from runtime data

A collect/3 that raises, throws or exits is disabled (quarantined) and the
error is logged once; the other plugins keep working.
The behaviour is unstable before 1.0 (see the note at the top).

      


      
        Summary


  
    Types
  


    
      
        badge()

      


        A badge of the summary bar, shown even when the panel is collapsed. id
becomes the DOM id pdt-badge-<id>, unique in the whole panel: start it
with your plugin's id. title is the tooltip.



    


    
      
        config()

      


        What init/1 returns: handed to every other callback.



    





  
    Callbacks
  


    
      
        badges(summary)

      


        The summary bar badges for the summary, in display order.



    


    
      
        collect(event_name, tuple, t)

      


        Turns one telemetry event into a recorded event, or skips it. Runs inside the
emitting host process: cheap, pure, never raises. context.config is the
plugin's config.



    


    
      
        id()

      


        A unique id, stored in every event the plugin records (Event.plugin).



    


    
      
        init(opts)

      


        Validates the options given in the config and returns the plugin's config.
Runs once, in the toolbar's own process. Defaults to {:ok, opts}.



    


    
      
        name()

      


        The tab label in the panel.



    


    
      
        panel()

      


        The plugin's tab: a module that does use PhoenixDevToolbar.Panel. A plugin
without it collects events and shows badges only.



    


    
      
        summary_add(summary, t)

      


        Folds one of the plugin's events into its summary. Pure and cheap.



    


    
      
        summary_init(config)

      


        The initial state of the plugin's summary for a page, folded by
summary_add/2 in the panel process, event by event: it survives the
oldest events being trimmed from the buffer.



    


    
      
        telemetry_events(config)

      


        The :telemetry events to attach to.



    





  
    Functions
  


    
      
        __using__(opts)

      


        Sets the behaviour and defines id/0, name/0 and a default init/1.



    





      


      
        Types


        


  
    
      
    
    
      badge()



        
          
        

    

  


  

      

          @type badge() :: %{
  :id => String.t(),
  :text => String.t(),
  :level => :ok | :info | :warn | :error,
  optional(:title) => String.t()
}


      


A badge of the summary bar, shown even when the panel is collapsed. id
becomes the DOM id pdt-badge-<id>, unique in the whole panel: start it
with your plugin's id. title is the tooltip.

  



  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: term()


      


What init/1 returns: handed to every other callback.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      badges(summary)


        (optional)


        
          
        

    

  


  

      

          @callback badges(summary :: term()) :: [badge()]


      


The summary bar badges for the summary, in display order.

  



  
    
      
    
    
      collect(event_name, tuple, t)



        
          
        

    

  


  

      

          @callback collect(
  :telemetry.event_name(),
  {measurements :: map(), metadata :: map()},
  PhoenixDevToolbar.Context.t()
) :: {:record, PhoenixDevToolbar.Event.t()} | :skip


      


Turns one telemetry event into a recorded event, or skips it. Runs inside the
emitting host process: cheap, pure, never raises. context.config is the
plugin's config.

  



  
    
      
    
    
      id()



        
          
        

    

  


  

      

          @callback id() :: atom()


      


A unique id, stored in every event the plugin records (Event.plugin).

  



  
    
      
    
    
      init(opts)


        (optional)


        
          
        

    

  


  

      

          @callback init(opts :: keyword()) :: {:ok, config()} | {:error, String.t()}


      


Validates the options given in the config and returns the plugin's config.
Runs once, in the toolbar's own process. Defaults to {:ok, opts}.

  



  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @callback name() :: String.t()


      


The tab label in the panel.

  



  
    
      
    
    
      panel()


        (optional)


        
          
        

    

  


  

      

          @callback panel() :: module()


      


The plugin's tab: a module that does use PhoenixDevToolbar.Panel. A plugin
without it collects events and shows badges only.

  



  
    
      
    
    
      summary_add(summary, t)


        (optional)


        
          
        

    

  


  

      

          @callback summary_add(summary :: term(), PhoenixDevToolbar.Event.t()) :: term()


      


Folds one of the plugin's events into its summary. Pure and cheap.

  



  
    
      
    
    
      summary_init(config)


        (optional)


        
          
        

    

  


  

      

          @callback summary_init(config()) :: term()


      


The initial state of the plugin's summary for a page, folded by
summary_add/2 in the panel process, event by event: it survives the
oldest events being trimmed from the buffer.

  



  
    
      
    
    
      telemetry_events(config)



        
          
        

    

  


  

      

          @callback telemetry_events(config()) :: [:telemetry.event_name()]


      


The :telemetry events to attach to.

  


        

      

      
        Functions


        


  
    
      
    
    
      __using__(opts)


        (macro)


        
          
        

    

  


  

Sets the behaviour and defines id/0, name/0 and a default init/1.
Options: :id (required, an atom) and :name (the tab label, defaults to
the id).

  


        

      


  

    
PhoenixDevToolbar.Truncate 
    



      
Bounds payloads before they are stored (ADR 03): plugins use these helpers
in PhoenixDevToolbar.Plugin.collect/3, which runs inside host processes.
Every function is pure, cheap on small inputs and bounded on large ones.
redact/2 hides the values of sensitive keys (config :phoenix_dev_toolbar, redact: [...], by default keys containing "password", "token" or "secret").

      


      
        Summary


  
    Types
  


    
      
        changes()

      


    





  
    Functions
  


    
      
        banner(kind, reason)

      


        Formats an exception, throw or exit as a bounded one line banner.
Exception.format_banner/2 inspects throw and exit reasons without limits.



    


    
      
        inspect_value(value, opts \\ [])

      


        Inspects a value with the toolbar limits.



    


    
      
        preview(value, bytes \\ 360, redact \\ lowered_redact_keys())

      


        Redacted, bounded inspect of any value, at most bytes long.



    


    
      
        redact(value, keys \\ redact_keys())

      


        Replaces the value of sensitive keys with "[REDACTED]".



    


    
      
        sql(sql)

      


        Caps a SQL string at 8192 bytes.



    


    
      
        stacktrace(frames, skip \\ [])

      


        Formats the first 10 stacktrace frames that do not belong to the
toolbar, to :telemetry or to the extra skip modules and namespaces (an
Elixir module skips itself and every module nested under it).



    


    
      
        string(text, limit \\ 2048)

      


        Caps any text (exception messages, banners) at limit bytes, 2048 by default.



    





      


      
        Types


        


  
    
      
    
    
      changes()



        
          
        

    

  


  

      

          @type changes() :: %{
  keys: [term()],
  values: %{required(term()) => String.t()},
  omitted: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      banner(kind, reason)



        
          
        

    

  


  

      

          @spec banner(:error | :exit | :throw, term()) :: String.t()


      


Formats an exception, throw or exit as a bounded one line banner.
Exception.format_banner/2 inspects throw and exit reasons without limits.
iex> PhoenixDevToolbar.Truncate.banner(:error, %RuntimeError{message: "bad"})
"** (RuntimeError) bad"

iex> PhoenixDevToolbar.Truncate.banner(:throw, :oops)
"** (throw) :oops"

  



    

  
    
      
    
    
      inspect_value(value, opts \\ [])



        
          
        

    

  


  

      

          @spec inspect_value(term(), keyword()) :: String.t()


      


Inspects a value with the toolbar limits.
iex> PhoenixDevToolbar.Truncate.inspect_value(Enum.to_list(1..60)) |> String.ends_with?("...]")
true

  



    

    

  
    
      
    
    
      preview(value, bytes \\ 360, redact \\ lowered_redact_keys())



        
          
        

    

  


  

      

          @spec preview(term(), pos_integer(), [String.t()]) :: String.t()


      


Redacted, bounded inspect of any value, at most bytes long.
Unlike redact/2, the cost does not depend on the value: at most
200 nodes and 20 items per container are walked,
and whatever is not walked is replaced by "…", so a sensitive key
deep in a large value is cut, never shown.
iex> PhoenixDevToolbar.Truncate.preview(%{user: %{password: "hunter2"}})
~s(%{user: %{password: "[REDACTED]"}})

iex> PhoenixDevToolbar.Truncate.preview(Enum.to_list(1..30))
"[1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, ...]"

  



    

  
    
      
    
    
      redact(value, keys \\ redact_keys())



        
          
        

    

  


  

      

          @spec redact(term(), [String.t() | atom()]) :: term()


      


Replaces the value of sensitive keys with "[REDACTED]".
A key is sensitive when its name (atom or string, case insensitive, the first
256 bytes of it) contains one of keys. Walks maps, structs,
keyword lists, lists and tuples, at most 50 entries per container
and 1000 nodes in total, so the cost does not depend on the value.
Contract: a sensitive key's value is "[REDACTED]"; anything the walk does
not reach is replaced by "…", never returned as is. The rest of a list
or tuple becomes a final "…" element (so does the tail of an improper
list), the rest of a map becomes a "…" => "…" entry, and a struct
with more than 50 fields becomes a plain map with that entry.
Scalars, including large binaries, are returned as they are (they are cheap;
inspect_value/2 bounds their size). Key matching only sees map, struct and
keyword keys: a bare {"password", "x"} tuple outside a list, a charlist key
and a secret inside a string value are not recognised.
iex> PhoenixDevToolbar.Truncate.redact(%{"user" => %{"password" => "hunter2", "name" => "Ada"}})
%{"user" => %{"password" => "[REDACTED]", "name" => "Ada"}}

iex> PhoenixDevToolbar.Truncate.redact([api_token: "abc", page: 1])
[api_token: "[REDACTED]", page: 1]

iex> PhoenixDevToolbar.Truncate.redact({:login, %{password: "hunter2"}})
{:login, %{password: "[REDACTED]"}}

iex> PhoenixDevToolbar.Truncate.redact([%{password: "hunter2"} | :tail])
[%{password: "[REDACTED]"}, "…"]

  



  
    
      
    
    
      sql(sql)



        
          
        

    

  


  

      

          @spec sql(String.t() | nil) :: String.t() | nil


      


Caps a SQL string at 8192 bytes.
iex> PhoenixDevToolbar.Truncate.sql("SELECT 1")
"SELECT 1"

iex> PhoenixDevToolbar.Truncate.sql(nil)
nil

  



    

  
    
      
    
    
      stacktrace(frames, skip \\ [])



        
          
        

    

  


  

      

          @spec stacktrace(Exception.stacktrace() | nil, [module()]) :: [String.t()]


      


Formats the first 10 stacktrace frames that do not belong to the
toolbar, to :telemetry or to the extra skip modules and namespaces (an
Elixir module skips itself and every module nested under it).
iex> PhoenixDevToolbar.Truncate.stacktrace([{MyApp.Users, :list, 0, [file: ~c"lib/users.ex", line: 3]}])
["lib/users.ex:3: MyApp.Users.list/0"]

iex> PhoenixDevToolbar.Truncate.stacktrace([{Ecto.Repo.Queryable, :all, 3, []}], [Ecto])
[]

iex> PhoenixDevToolbar.Truncate.stacktrace(nil)
[]

  



    

  
    
      
    
    
      string(text, limit \\ 2048)



        
          
        

    

  


  

      

          @spec string(String.t(), pos_integer()) :: String.t()


      


Caps any text (exception messages, banners) at limit bytes, 2048 by default.
iex> PhoenixDevToolbar.Truncate.string("boom")
"boom"

iex> "x" |> String.duplicate(3000) |> PhoenixDevToolbar.Truncate.string() |> byte_size()
2060
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